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January 28, 2008
Dear Mr. Simpson

Re: Consultation concerning the implementation of the Government Response to
the Fourth Report of the Standing Committee on Access to Information, Privacy
and Ethics on the Personal Information Protection and Electronic Documents Act
(PIPEDA)

Credit Union Central of Canada (Canadian Central) is writing in responée to Industry Canada’s
November 2007 request for further feedback concerning possible amendments to PIPEDA in
specific areas.

Canadian Central is a federally regulated financial institution that operates as the national trade
association and finance facility for our shareholders, the provincial credit union centrals and,
through them, for our 472 affiliated credit unions across Canada. Our credit unions employ over
24,000 Canadians, serving their members, who number over 5 million. At the end of the 3™
quarter 2007 our credit unions held more that $100 billion in assets.

The evolution of PIPEDA is of great interest to the credit union system since the activities of some
parts of our system, including Canadian Central, fall directly. under PIPEDA. Credit unions are
also directly subject to PIPEDA in provinces that have not introduced substantially similar privacy
legislation. Furthermore, the evolution of PIPEDA will likely have a strong impact on provincial
privacy legislation that, in turn, will directly impact credit unions.

Canadian Central is pleased with the general recognition, seen throughout the review process,
that PIPEDA is serving Canadians well and that it provides an effective framework that enables
organizations to formalize policies and procedures designed to protect the privacy of their
customers. We are also pleased with the measured manner with which Parliamentarians and the
Federal Government are approaching possible amendments to the legislation and the fact that
efforts are being made to harmonize PIPEDA with similar legislation found in Alberta and British
Columbia.

As requested in the November 2007 Canada Gazette Part | notice, this letter aims to provide
Industry Canada with further information’ and advice in regard to five areas of interest to both the
Federal Government and the credit union system:

! Canadian Central has previously provided comment on these issue areas (and others) in a submission to
the Office of the Privacy Commissioner of Canada and a submission to the House of Commons Standing
Committee on access to Information, Privacy and Ethics. See:

Credit Union Central of Canada, Submission in Response to the Privacy Commissioner of Canada PIPEDA
Review Discussion Document. (September 20086) at: http://www.cucentral.ca/SEPTEMBER 2006




1. The process of designating investigative bodies and the scope of their powers.

2. The establishment of a mandatory data breach notification provision in PIPEDA and its
associated requirements (e.g. thresholds, penalties, timing and manner of notification
etc).

3. The definition of “work product’ information.

4. The definition and scope of the phrase “lawful authority” in PIPEDA

5. The issue of consent by minors.

1. INVESTIGATIVE BODIES

In our previous submissions in regard to PIPEDA, Canadian Central has raised concerns about
shortcomings in the legislation in relation to the designation and operations of investigative
bodies. We have two specific concerns:

i. Currently, PIPEDA permits investigative bodies to disclose personal information without
the individual's knowledge or consent if the disclosure is reasonable for purposes related
to investigating a breach of an agreement or a contravention of the laws of Canada or a
province. However, PIPEDA does not define the term “investigation” thus leaving some
ambiguity in the legislation and thus requiring organizations to interpret the Act on their
own. This ambiguity and certain anomalies in the drafting to section 7 of PIPEDA have
led some to an interpretation that designated investigative bodies are prohibited from
sharing information for the purposes of fraud prevention. As a result, the Credit Union
Office for Crime Prevention and Investigation has been unable to obtain important grid
warning information from the Bank Crime Prevention and Investigation Office despite the
fact that sharing such information is crucial to limiting fraudulent activities in the financial
sector. Canadian Central is of the view that the Act should define “investigations” and
specifically include fraud prevention activities in that definition.

ii. ~ Canadian Central has previously expressed concern that the process of designating
investig?tive bodies is cumbersome and that efforts should be made to streamline the
process”.

In the Government Response to the Fourth Report of the Standing Committee on Access to
Information, Privacy and Ethics, (Government Response) the Federal Government indicates that
it recognizes short-comings in the current process for designating investigative bodies and that,
as currently drafted, s. 7 of PIPEDA frustrates organizations in efforts to detect and prevent fraud.
The document also signals a willingness to consider the approaches taken by Alberta and British
Columbia which define the term “investigation” and allows collection, use and disclosure without
consent for that purposes. This latter approach does away with the need to designate
investigative bodies.

All things considered, it would appear that amending PIPEDA so that it mirrors the Alberta and
British Columbia approaches makes the most sense in the current context - if - the definition of

and

Credit Union Central of Canada, Submission to the House of Commons Standing Committee on Access to
Information, Privacy and Ethics. (January, 2007) at: hitp://www.cucentral.ca/PIPEDA Review 0107

2 This issue if no longer of direct concern to Canadian Central since the credit union system now has an
investigative body designated under PIPEDA.

% In the document the government acknowledges the support for the current process expressed
by the Office of the Privacy Commissioner and some privacy advocates.
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“investigation” adopted enables the sharing of information in regard to suspected fraud activities.
This approach will further the goal of great harmonization of privacy legislation and eliminate
shortcomings in the legislation that prevent the legitimate sharing of information for the purposes
of fraud prevention. This approach would also further the goals of the Federal Government's own
Paperwork Burden Reduction Initiative. Finally, given that the legislation in Alberta and British
Columbia has been designated as “substantially similar” to PIPEDA it would appear the Federal
Government has already deemed the Alberta and British Columbia approaches to this issue to be
adequate for the protection of personal information o the standards set out in PIPEDA.

That being said, if the Federal Government decides to retain the designation process Canadian
Central recommends that the Government of Canada amend PIPEDA to allow designated bodies
performing similar functions to share information without consent in order to facilitate fraud
detection and prevention. To that end, the Government of Canada should define the term
“investigation” in PIPEDA to specially include fraud prevention activities.

2. BREACH NOTIFICATION

In the Government Response, Industry Canada indicates it supports the creation of a legislative
requirement for notification of data breaches to ensure a consistent approach to such matters
across the marketplace. It notes that a mandated notification should only be required where a
high risk of significant harm to individuals or organizations exists and that such notification should
occur promptly. It further supports a requirement that any major loss or theft of personal
information should be reported to the Office of the Privacy Commissioner (OPC) so that the OPC
can track the volume of breaches and the steps taken to deal with such matters. However, the
Government Response indicates that it does not wish to assign the OPC the role of determining
whether a notification should take place or not.

Credit unions recognize the need to notify their members in regard to data breaches in situations
where a breach poses a significant risk of harm to their members. Canadian Central believes that
other organizations in Canada also recognize this need and therefore consider it unnecessary for
the government to legislate in this area at this time. Instead, more timé should be allowed for
organizations to properly implement the voluntary guidelines for managing privacy breaches that
were recently developed by the OPC*. Given time to do so, it is likely that organizations will adopt
more consistent approaches to dealing with such situations.

That being said, Canadian Central is pleased to provide a credit union system perspective on the
form a breach notification framework could take should the government choose to legislate such
a requirement.

Canadian Central agrees that the OPC should not be assigned the task of deciding on notification
as this would be burdensome to the OPC and may create delays in obtaining a decision on
notification issues. This could jeopardize good faith efforts to ensure that customers materially
affected by a data breach, and with the ability to mitigate any damage from the breach, get timely
notice of the breach. The alternative approach would directly impose the responsibility for
notification on organizations. This appears more attractive provided that, if breach notification is
mandated, changes should be made to the current voluntary system that would reduce some of
the uncertainty presently associated with defermining whether a breach notification is required or
not.

To elaborate further, the OPC has published voluntary “guidelines” designed to assist
organizations to manage and respond to privacy breaches. In the guidelines the OPC indicates
that organizations need to assess each incident on a “case-by-case basis” to determine whether

* Office of the Privacy Commissioner. Key Steps for Organizations in Responding to Privacy
Breaches. (August 2007).
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